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Microsoft Dynamics CRM Online E-mail Router Installing Guide

The Microsoft Dynamics CRM Online E-mail Router is a software component that creates an interface between Microsoft Dynamics CRM Online and an e-mail server. When the E-mail Router is installed, it can transfer e-mail messages to and from the Microsoft Dynamics CRM Online system.

These include both the contents of the e-mail message, such as the text of the message and its subject line, and relevant associations with other Microsoft Dynamics CRM Online records. For example, when a salesperson replies to a customer about a case, the salesperson creates an e-mail activity record that includes the text of the message, plus information associating the e-mail activity record with the correct case record. When the user wants to send an e-mail message from the Microsoft Dynamics CRM Online system, the e-mail message remains in a pending state until the E-mail Router processes it.

Note

For more information about how to configure and use the E-mail Router, see the E-mail Router Configuration Manager Help.

Overview

Microsoft Dynamics CRM Online has the following e-mail processing features:

· Microsoft Dynamics CRM for Microsoft Office Outlook and Microsoft Dynamics CRM for Outlook with Offline Access can process incoming and outgoing e-mail messages for each user and do not require the E-mail Router.

· Microsoft Dynamics CRM Online e-mail messages are sent asynchronously when you use either the E-mail Router or Microsoft Dynamics CRM for Outlook.

· The E-mail Router can monitor multiple Microsoft Dynamics CRM users and queues.

· The E-mail Router routes both incoming and outgoing messages.

E-mail Router

The E-mail Router performs the following tasks:

· Delivers incoming Microsoft Dynamics CRM Online e-mail messages.

· Sends e-mail messages generated from Microsoft Dynamics CRM Online.

The E-mail Router includes the following components:

· E-mail Router service and program files. 

· E-mail Router Configuration Manager, a tool that you use to configure the E-mail Router. 

· Rule Deployment Wizard. This wizard lets you deploy rules that are used to route e-mail messages to a forward mailbox. The Rule Deployment Wizard only works with on-premise Exchange Server systems. It does not work with other POP3 or SMTP e-mail servers, or with Exchange Online.

Microsoft Dynamics CRM Online user options

This section describes configuring the user options for sending and receiving e-mail messages.

Incoming e-mail messaging options

The possible incoming e-mail configurations that can be used when a user or a queue receives Microsoft Dynamics CRM Online e-mail messages are as follows:

· None: Use this option for users or queues that do not use Microsoft Dynamics CRM Online to automatically track received e-mail messages.

· Microsoft Dynamics CRM Online for Outlook: This option is available for users and requires that Microsoft Office Outlook be installed on the user’s computer. This option does not require the E-mail Router component and is not available for queues.

· Forward Mailbox: To use this option, you must install the E-mail Router. This option requires a "sink" mailbox, which is a dedicated mailbox that collects e-mail messages transferred from each Microsoft Dynamics CRM Online user’s mailbox by a server-side rule. Although this option does not require users to run Outlook, it does require that the rule be deployed for each user. If you have an on-premise Exchange Server, use the Rule Deployment Wizard to deploy rules to each Microsoft Dynamics CRM Online user mailbox. For Exchange Online, a “forward as attachment” rule must be deployed manually (as explained later in this guide). 

· E-mail Router: When you select this option, E-mail Router will process Microsoft Dynamics CRM Online e-mail messages directly from the user’s or queue’s inbox, without using a forward or a sink mailbox. Although this option does not require a sink mailbox, it does make troubleshooting E-mail Router issues more complex for larger user bases (10 or more users) because each incoming e-mail message is processed by the E-mail Router in every user’s mailbox instead of in a single dedicated sink mailbox.

Outgoing e-mail messaging options

The possible outgoing e-mail configurations that can be used when users or queues send Microsoft Dynamics CRM Online e-mail messages are as follows:

· None: Use this option for users or queues that do not use Microsoft Dynamics CRM Online to send e-mail messages.

· Microsoft Dynamics CRM Online for Outlook: This option is available for users and requires that Microsoft Office Outlook be installed on the user’s computer. This option does not require the E-mail Router component and is not available for queues.

· E-mail Router: This option delivers Microsoft Dynamics CRM Online e-mail messages by using the E-mail Router component.

Microsoft Dynamics CRM E-mail Router software requirements

This section lists the software and application software requirements for the Microsoft Dynamics CRM E-mail Router.

Microsoft Dynamics CRM E-mail Router Setup consists of two main components: the E-mail Router and the Rule Deployment Manager. The E-mail Router component installs the E-mail Router service and E-mail Router Configuration Manager. The E-mail Router Configuration Manager is used to configure the E-mail Router. The Rule Deployment Manager component deploys the rules that enables received e-mail messages to be tracked.

Important

Unless specified otherwise, the E-mail Router supports the latest service pack (SP) for all required software components.

You can install the E-mail Router and Rule Deployment Manager on any computer that is running one of the following operating systems and has network access to both Microsoft Dynamics CRM and the e-mail server:

· Windows 7

· Windows Server 2008

· Windows Server 2003 (all editions)

· Windows Vista

· Windows XP Pro

· Windows XP Tablet

· Windows XP Professional x64

Important

· Windows XP Media Center Edition is not supported for installing and running the Microsoft Dynamics CRM E-mail Router or E-mail Router Configuration Manager.

· Running the Microsoft Dynamics CRM E-mail Router and E-mail Router Configuration Manager (32-bit) is not supported on a Windows Server 64-bit operating system, in Windows-On-Windows (WOW) mode.

Exchange Server and Exchange Online

Microsoft Exchange Server is only required if you want to use the E-mail Router to connect to an Exchange Server e-mail messaging system. To do this, the E-mail Router can be installed on any of the previously-mentioned Windows or Windows Server operating systems that have a connection to the Exchange Server. The E-mail Router supports the following versions of Exchange Server:

· Exchange 2003 Standard Edition SP2

· Exchange 2003 Enterprise Edition SP2

· Exchange Server 2007 Standard Edition

· Exchange Server 2007 Enterprise Edition

Important

Microsoft Exchange 2000 Server editions are not supported with these versions of the Microsoft Dynamics CRM E-mail Router and Rule Deployment Manager.

If missing, E-mail Router Setup installs the .NET Framework 3.0 on the computer where you install the E-mail Router.

The Rule Deployment Wizard component must be installed on a computer that is running any of the previously mentioned Windows or Windows Server operating systems and has the Microsoft Exchange Server Messaging API (MAPI) client runtime libraries installed.

See MAPI client runtime libraries (http://go.microsoft.com/fwlink/?linkid=78805) on the Microsoft Download Center.

Microsoft Exchange Online support

With the November 2009 Service Update, the E-mail Router supports Microsoft Exchange Online. With this support, the E-mail Router can be configured to connect to Exchange Online mailboxes to process incoming and outgoing e-mail messages by using Exchange Web Services (EWS).

POP3/SMTP

POP3-compliant e-mail systems are supported for incoming e-mail message routing. SMTP is the only transport protocol that is supported for outgoing e-mail message routing.

Important

When you use the Forward Mailbox option on the User form, the POP3 e-mail server must provide support where an e-mail message can be sent as an attachment to another e-mail message.

If you install the Microsoft Dynamics CRM E-mail Router to connect to a POP3-compliant or SMTP server, the following standards are required:

· POP3: RFC 1939

· SMTP: RFC 2821 and 2822

Install the E-mail Router and Rule Deployment Wizard

The E-mail Router and Rule Deployment Wizard are installed by running Microsoft Dynamics CRM E-mail Router Setup. To install the E-mail Router and Rule Deployment Wizard, follow the instructions in this section.

Important

Microsoft Dynamics CRM E-mail Router Setup will not upgrade a Microsoft Dynamics CRM 3.0 deployment that is using the Microsoft Dynamics CRM 3.0-Exchange E-mail Router. You must first uninstall the Microsoft Dynamics CRM 3.0-Exchange E-mail Router before you install the Microsoft Dynamics CRM 4.0 E-mail Router.

The Rule Deployment Wizard requires Microsoft Exchange Server Messaging API (MAPI) client runtime libraries. To install the MAPI client runtime libraries, see Microsoft Exchange Server MAPI Client and Collaboration Data Objects 1.2.1 (http://go.microsoft.com/fwlink/?linkid=78805).

If you did not specify an incoming e-mail server during Microsoft Dynamics CRM Server Setup, you must manually add the service account running the E-mail Router service to the PrivUserGroup security group. The PrivUserGroup is created during Microsoft Dynamics CRM Server Setup. For steps on how to add members to this group, see the "Troubleshooting" section later in this chapter.

· To install and configure the E-mail Router on a server named EXBE01, follow these steps:

1. Meet all requirements specified under "System Requirements and Required Components" in the Microsoft Dynamics CRM 4.0 Planning Guide.

2. Log on to EXBE01 as a Domain User with Local Administrator privileges.

3. Insert the Microsoft Dynamics CRM Server CD into your CD drive, or if you are installing from the network, locate the installation files.

4. In the Exchange folder, double-click SetupExchange.exe.

5. On the Welcome page, select whether you want to update Microsoft Dynamics CRM Server Setup. We recommend that, if updates are available, you let Setup download the latest version. To do this, click Update Installation Files, wait until the update process is complete, and then click Next.

6. On the License Agreement page, click I accept this license agreement, and then click I Accept.

7. The Install Required Components page appears.

If you have already installed the required components, this page will not appear.

If you have not installed the required components that are listed, you can install them now. Click Install. When the components are installed, the status column will change from Missing to Installed, and you can click Next to continue.

Note

These components are required before the E-mail Router can be installed. You can exit Setup and install the components manually, or select Install. The Next button on this page is disabled until Setup detects that these components are installed.

8. On the Select Router Components page, select either or both options:

· Microsoft Dynamics CRM E-mail Router Service. This option installs the E-mail Router service and E-mail Router Configuration Manager.

· Rule Deployment Wizard. This option installs the Rule Deployment Wizard that is used to deploy rules for forward mailbox users. Optionally, you can install this wizard on another computer that has access to the Exchange Servers in the organization.

9. On the Select Install Location page, either accept the Default file installation directory or Browse for a different location, and then click Next.

10. The System Requirements page appears. This page is a summary of all system requirements for a successful E-mail Router installation. Failed tests must be corrected before installation can continue. If there is a problem that will take time to correct, cancel Setup at this point, fix the problem, and restart Setup. When all tests are successful, click Next.

11. The Ready to Install the Application page appears. By default, the Launch E-mail Router Configuration Manager after installation completes check box is selected. If you do not want to configure E-mail Router at this point, clear the check box and then click Install.

12. After E-mail Router Setup has finished installing files, click OK.

Additional tasks

This section describes tasks that you must complete before users can send and receive e-mail messages that will be tracked in Microsoft Dynamics CRM.

Important

By default, Microsoft Dynamics CRM users are set with both the incoming e-mail server type and the outgoing e-mail server type of Microsoft Dynamics CRM for Outlook. For Web application users, you must change the incoming type to E-mail Router or Forward Mailbox, and the outgoing type to E-mail Router for each user.

Additional tasks required to use a forward mailbox

If you will use a forward mailbox to route e-mail messages, in Active Directory you must create the user and mailbox that will be used for the E-mail Router forward mailbox. For more information about the forward mailbox, see "Planning Deployment" in the Microsoft Dynamics CRM 4.0 Planning Guide.

Important

You must log on to the forward mailbox at least one time before the E-mail Router can use it to process e-mail messages.

· To add a user and mailbox to Active Directory, follow these steps:

13. Log on to a domain controller or computer in the domain by using an account that is a member of the Domain Administrators group.

14. Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

15. In the console tree, expand the domain node, and then click the organizational unit (OU) where user accounts are located. (This may vary, depending on your forest and domain structure. The default location is the User OU.)

16. In the details pane, right-click the container where you want to add the user, point to New, and then click User.

17. In First name box, type the user's first name.

18. In the Initials box, type the user's initials.

19. In Last name box, type the user's last name.

20. Modify the full name as necessary.

21. In User logon name, type the name that the user will use to log on. From the drop-down list, click the UPN suffix that will be appended to the user logon name after the "at" sign (@). Click Next.

22. In the Password and Confirm password boxes, type the user's password, and then click Next.

23. Verify that the Create an Exchange mailbox check box is selected, and then click Next.

24. Click Finish.

E-mail Router Configuration Manager

The E-mail Router Configuration Manager is a separate tool that you use to configure the E-mail Router. The E-mail Router Configuration Manager is installed with the E-mail Router and can be run after the E-mail Router Setup is completed.

All E-mail Router settings configured by using the E-mail Router Configuration Manager are saved in the Microsoft.Crm.tools.EmailAgent.xml file that is located in the folder where E-mail Router is installed.

To start the E-mail Router Configuration Manager, click Start, point to All Programs, point to Microsoft Dynamics CRM E-mail Router, and then click E-mail Router Configuration Manager.

For information about how to use the E-mail Router Configuration Manager, see the E-mail Router Help.

Configuration profiles

You must configure at least one incoming e-mail profile and one outgoing e-mail profile to enable the E-mail Router to route e-mail to and from of your Microsoft Dynamics CRM organization. Depending on the complexity of your organization’s e-mail system, you may have to create multiple incoming and outgoing configuration profiles. For example, if your organization requires incoming E-mail Router services for multiple e-mail servers, you will have to create one incoming configuration profile for each e-mail server.

Important

A single instance of the E-mail Router that has a variety of e-mail profiles is not a certified configuration. For example, do not configure the same instance of the E-mail Router to retrieve e-mail from an on-premise Exchange Server and Exchange Online. To avoid performance problems, use separate instances of the E-mail Router.

Rule Deployment Wizard

An important part of routing e-mail messages to your Microsoft Dynamics CRM system is the placement of an Exchange Server inbox rule in the inbox of each Microsoft Dynamics CRM user or queue. This rule sends a copy of each message that is received by a Microsoft Dynamics CRM user to the Microsoft Dynamics CRM system mailbox. From the Microsoft Dynamics CRM system mailbox, the E-mail Router retrieves the messages and creates an e-mail activity in Microsoft Dynamics CRM.

To deploy these Microsoft Dynamics CRM user inbox rules, you can use the Rule Deployment Wizard, which can be run at any time to add or change the inbox rules for your Microsoft Dynamics CRM users.

Important

The Rule Deployment Wizard can only deploy rules to Exchange Server mailboxes. You cannot deploy rules by using the Rule Deployment Wizard with POP3 e-mail servers or Exchange Online.

If you elected to install this wizard as part of the E-mail Router installation, you can access this wizard by doing the following:

· On the computer where you have installed the Rule Deployment Wizard, click Start, point to All Programs, point to Microsoft Dynamics CRM E-mail Router, and then click Rule Deployment Wizard.

The Rule Deployment Wizard does not have to be run on a computer with an instance of Exchange Server. To run the Rule Deployment Wizard, you must:

· Be logged on as a Microsoft Dynamics CRM user with a security role. (The user can be in restricted access mode).

· Be a local administrator on the computer where the wizard is running.

· Have Exchange administrative permissions.

To deploy rules to the mailbox of a Microsoft Dynamics CRM user, the person running the Rule Deployment Wizard must have Exchange administrative permissions for the mailbox. Use the Exchange System Manager and the Exchange delegation wizard to designate Exchange Administrators. Or, make sure that the person running the Rule Deployment Wizard has full permissions on the Exchange mailbox store or storage group, where the users' mailboxes are located.

Create the rule manually

For POP3 e-mail servers that support e-mail system rules where an e-mail message can be forwarded as an attachment, you can create the rule manually.

· To create the rule manually in Microsoft Office Outlook, follow these steps:

25. On the Tools menu, click Rules and Alerts.

26. On the E-mail Rules tab, click New Rule.

27. Select the Start from a blank rule option, make sure Check messages when they arrive is selected, and then click Next.

28. Select where my name is in the To or Cc box, and then click Next.

29. Select forward it to people or distribution list as an attachment, and then in the Step 2: Edit the rule description (click an underlined value) area, click people or distribution list.

30. Select the name of your E-mail Router forward mailbox, and then click OK.

31. Click Next two times.

32. Make sure that the Turn on this rule option is selected, and then click Finish.

33. Make sure that the rule is at the top of the list and then click Apply.

Note

For Exchange Online, you can create the rule manually (as described above) or by using Outlook Web Access.

Troubleshooting E-mail Router issues

This section provides guidelines for troubleshooting issues that you might encounter as you deploy and configure the E-mail Router.

E-mail Router installation issues

This section provides troubleshooting guidelines and reference information about how to resolve issues that can occur during E-mail Router installation.

Important

The Microsoft Dynamics CRM 4.0 E-mail Router does not support upgrades. You must first uninstall the Microsoft Dynamics CRM 3.0 E-mail Router and then install the Microsoft Dynamics CRM 4.0 E-mail Router.

Make sure that you keep your Microsoft Dynamics CRM deployment current by installing the latest updates and hotfixes. For detailed information, see KB article 949256: Microsoft Dynamics CRM 4.0 updates and hotfixes http://go.microsoft.com/fwlink/?LinkId=140385.

· To troubleshoot an E-mail Router installation, follow these steps:

34. Verify that your operating environment meets all hardware and software requirements. For detailed requirements, see the latest version of the Planning Guide that is included in the Microsoft Dynamics CRM 4.0 Implementation Guide http://go.microsoft.com/fwlink/?LinkID=104413.

35. For more information about installation limitations and known issues, see Microsoft Dynamics CRM 4.0 E-mail Router Readme (On-Premise and Microsoft Dynamics CRM 4.0 Service Provider Editions) http://go.microsoft.com/fwlink/?LinkID=104412.

36. Make sure that you follow the E-mail Router installation instructions in the Installing Guide that is included in the Microsoft Dynamics CRM 4.0 Implementation Guide http://go.microsoft.com/fwlink/?LinkID=104413.

37. Refer to the following sections for information about how to resolve commonly encountered installation issues.

Issue installing E-mail Router together with Exchange Server 2007

Symptom: When you try to install the E-mail Router on a server that is running Microsoft Exchange Server 2007, you receive the following error message:

The Microsoft Exchange MAPI subsystem is not installed on this system.

Resolution: For information about how to resolve this issue, see KB article 951401 http://go.microsoft.com/fwlink/?LinkId=140389.

Unable to retrieve user and queue information after upgrade

Symptom: After you upgrade from Microsoft Dynamics CRM 3.0 to Microsoft Dynamics CRM 4.0, you receive the following error when you click Load Data in the E-mail Router Configuration Manager:

The E-mail Router Configuration Manager was unable to retrieve user and queue information from the Microsoft Dynamics CRM server.

Resolution: For information about how to resolve this issue, see KB article 950248 http://go.microsoft.com/fwlink/?LinkId=140392.

Error when you try to start the E-mail Router Service

Symptom: When you try to start the E-mail Router Configuration Manager Service, an Error event with the following line is logged in the Application log:

The E-mail Router service could not run the service main background thread.

Resolution: For information about how to resolve this issue, see KB article 954522 http://go.microsoft.com/fwlink/?LinkId=140419.

Logging

If a problem occurs during E-mail Router Setup, review the log file for information. By default, the E-mail Router Setup log is named crm40exchangesetup.log and is located in the c:\Documents and Settings\<user>\Application Data\Microsoft\MSCRM\Logs folder on the computer where the E-mail Router is installed.

Incoming e-mail configuration issues

This section provides troubleshooting guidelines and reference information about how to resolve some commonly encountered issues that can occur during E-mail Router incoming profile configuration.

· To troubleshoot an E-mail Router incoming profile configuration, follow these steps:

38. Make sure that you follow the incoming profile configuration procedures in the E-mail Router Configuration Manager Help.

39. For more information about how to configure an incoming profile, see the E-mail Router configuration information in the latest version of the Installing Guide that is included in the Microsoft Dynamics CRM 4.0 Implementation Guide http://go.microsoft.com/fwlink/?LinkID=104413.

40. Refer to the following sections for information about how to resolve some commonly encountered incoming profile issues.

Login timeout error

Symptom: When you click Test Access in the E-mail Router Configuration Manager, you receive the following HTTP error message:

Incoming Status: Failure - The remote server returned an error: (440) Login Timeout

This is typically caused by trying to use Forms Based Authentication instead of Windows Authentication (the only supported authentication method).

Resolution: Change the authentication mode to Windows Authentication on the mailbox server. For more information, see KB article 954047 http://go.microsoft.com/fwlink/?LinkId=140398.

Note

Make sure that you point the incoming profile to the Exchange Server that has the mailbox server where the ExAdmin and Exchange virtual directories are located.

Unauthorized access to the mailbox

Symptom: When you click Test Access in the E-mail Router Configuration Manager, you receive the following HTTP error message:

Incoming Status: Failure - The remote Microsoft Exchange e-mail server returned the error "(401) Unauthorized". Verify that you have permission to connect to the mailbox.

Resolution: Verify the following:

41. Before you click Test Access, make sure that the user has logged on to the mailbox so that the mailbox is activated.

42. Make sure that you can receive e-mail messages in the mailbox.

43. In the Location section of the E-mail Router Configuration Profile dialog box, verify that the correct URL of the Exchange Server is entered. For example:

· http://myexchangeserver
· http://www.myexchangeserver.local
Important: Do not enter any additional characters at the end of the URL string, such as /OWA or /Exchange or even a / character. If you are using SSL, be sure to use https in the URL instead of http.

44. Verify the settings in the Access Credentials section of the E-mail Router Configuration Manager incoming profile dialog box:

· Make sure that the specified user has full access rights to the mailboxes that this incoming profile will serve. To test this, log on to the computer that is running the E-mail Router by using the specified access credentials, or in Internet Explorer, try to access the Outlook Web Access URL of the user that you are testing (for example, http://exchangeserver/Exchange/crmuser).

For instructions about how to grant this access in Exchange Server 2003, see TechNet article How to Give a User Full Access to Another User's Mailbox http://go.microsoft.com/fwlink/?LinkId=142981.

For instructions about granting this access in Exchange Server 2007, see TechNet article Add-MailboxPermission http://go.microsoft.com/fwlink/?LinkId=142983.

· If you have selected the User Specified option in the Access Credentials drop-down list, make sure that the users whose mailboxes this profile will serve have set their user name and password in the Set Personal Options dialog box (available in the Workplace section of the Web application). This enables the E-mail Router to access mailboxes by using each user's access credentials.

The User Specified option is intended for use in scenarios where the E-mail Router is configured to monitor user mailboxes, instead of a forward mailbox. This option is available only in the on-premise version of the product.

Mailbox not found (access test fails)

Symptom: When you click Test Access in the E-mail Router Configuration Manager, you receive the following HTTP error message:

Incoming Status: Failure - The remote Microsoft Exchange e-mail server returned an error "(404) Not Found". The user or queue does not have a mailbox. Create a mailbox and try again.

Resolution: Depending on which version of Exchange Server you are using, perform one of the following procedures.

· For Exchange Server 2007, follow these steps:

45. Connect to the Exchange Server where the mailbox is located.

46. In IIS Console Management, follow these steps to verify that the virtual directory that you are using to connect to the mailbox (Exadmin or Exchange) is present:

a. Expand the default Web site in INETMGR.

b. Verify that the EXADMIN folder is present. If it is not, you will have to create it. For detailed information, see KB Article 947802 http://go.microsoft.com/fwlink/?LinkId=142998.

47. Another possible cause of this error is the Microsoft Dynamics CRM user e-mail address information. In the Web application, verify that the user's e-mail address is set correctly.

· For Exchange Server 2003, follow these steps:

48. In the Web application, verify that the e-mail address logon information is the same as the user’s domain logon:

· Example of correct configuration:
DomainName: DOMAIN\user1
E-mailAddress: user1@domain.com
· Example of incorrect configuration:
DomainName: DOMAIN\user2
E-mailAddress: CRM.User@domain.com
49. Make sure that the Microsoft Dynamics CRM user properties are set to use the correct e-mail address.

50. Run the E-mail Router Configuration Manager to configure an incoming profile and then publish the profile.

51. Stop the E-mail Router Configuration Manager service.

52. Open the Microsoft.Tools.Crm.EmailAgent.Xml file in a text editor, such as Notepad.

53. At the top of the file, set ConfigUpdatePeriod = 0.

54. Modify each user’s incoming profile as follows:

<EmailUser>DOMAIN\User2</EmailUser> 

<EmailPassword>{2A48C4DB-F2BFZ3g==@MkoEoFd1wvV8bY8UijX7VA==</EmailPassword> 

<EmailAddress>CRM.User@domain.com</EmailAddress>
Change only CRM.User to User2, as follows: <EmailAddress>User2@domain.com<EmailAddress>
55. Save the Microsoft.Tools.Crm.EmailAgent.Xml file.

56. Restart the E-mail Router Configuration Manager service.

Important

Clicking Test Access in the E-mail Router Configuration Manager will not result in a successful test. This is because test access will get the information from the Microsoft Dynamics CRM server directly and not from the Microsoft.Tools.Crm.EmailAgent.Xml file. To verify that the E-mail Router is functioning correctly, you can monitor the trace and errors and send test e-mail messages.

Mailbox not found (access test succeeds)

Symptom: When you click Test Access in the E-mail Router Configuration Manager, the test succeeds. However, you receive HTTP 404 errors in the application event log when the E-mail Router processes e-mail messages. Check the IIS logs for the following error:

Request Filtering: Denied because URL doubled escaping 404.11

Resolution: Run the following command on the Exchange Web site to allow double escaping:

 %windir%\system32\inetsrv\appcmd set config "Default Web Site" -section:system.webServer/security/requestfiltering -allowDoubleEscaping:true

For more information, see:

· IIS 7.0: Configure Request Filters in IIS 7.0 http://go.microsoft.com/fwlink/?LinkId=136512
· How to Use Request Filtering http://go.microsoft.com/fwlink/?LinkId=85751
The E-mail Router service configuration parameter "EmailUser" is missing

Symptom: When you use the E-mail Router, you may experience one or more of the following issues:

· An error event is logged in the Application log (Event Source: MSCRMEmail) with a description that states “EmailUser" is missing.

· When you use the Test Access functionality in the E-mail Router Configuration Manager, you receive an error message that states “Emailuser” is missing.

This issue occurs because Microsoft Dynamics CRM is not configured to use your credentials to send and receive e-mail messages.

Resolution: For information about how to resolve this issue, see KB article 947094 http://go.microsoft.com/fwlink/?LinkId=140396.

SSL/TLS error from E-mail Router Configuration Manager test access

Symptom: You run the E-mail Router to configure access to a mailbox. When you try to test access to the mailbox, you receive the following error message:

“Incoming Status: Failure - The underlying connection was closed: Could not establish trust relationship for the SSL/TLS secure channel. The remote certificate is invalid according to the validation procedure.”

This issue occurs if you use self-signed certificates. The E-mail Router does not support self-signed certificates.

Resolution: For information about how to resolve this issue, see KB article 954584 http://go.microsoft.com/fwlink/?LinkId=140403.

POP3 issues

Error connecting the E-mail Router to a POP3 mailbox

Symptom: When you click Test Access in the E-mail Router Configuration Manager to test a profile that uses a POP3 mailbox, you receive the following error:

Incoming Status: Failure – An error occurred while executing POP3 command ”Command removed for security reasons”. The server response was: “-ERR authorization first”.

This error occurs because POP3 does not use NTLM authentication. Instead, POP3 uses clear text.

Resolution: For information about how to resolve this issue, see KB article 954046  http://go.microsoft.com/fwlink/?LinkId=140405.

Issues with using a POP3 e-mail account

Symptom: After you configure the E-mail Router to use a POP3 e-mail account, you may experience one or more of the following symptoms:

· After you read e-mail messages from the POP3 mailbox, the E-mail Router does not process these messages.

· When you try to open the POP3 mailbox by using an e-mail reader, or when the E-mail Router connects to the POP3 mailbox, you receive one of the following error messages:

· The application cannot connect or open the mailbox.

· The mailbox is in use.

Resolution: For information about how to resolve this issue, see KB article 947059 http://go.microsoft.com/fwlink/?LinkId=140406.

Outgoing e-mail configuration issues

This section provides troubleshooting guidelines and reference information about how to resolve commonly encountered issues that can occur during E-mail Router outgoing profile configuration.

· To troubleshoot an E-mail Router outgoing profile configuration, follow these steps:

57. Make sure that you follow the incoming profile configuration procedures in the E-mail Router Configuration Manager Help.

58. For more information about how to configure an incoming profile, see the E-mail Router configuration information in the latest version of the Installing Guide that is included in the Microsoft Dynamics CRM 4.0 Implementation Guide http://go.microsoft.com/fwlink/?LinkID=104413.

59. Refer to the following sections for information about how to resolve commonly encountered outgoing profile issues.

Test Access error

If there is a problem with your outgoing e-mail configuration, you may receive the following error message when you click Test Access on the E-mail Router Configuration Manager:

"Outgoing status: Failure - An error occurred while checking the connection to e-mail server EXSERVERNAME. The requested address is not valid in its context"

· If you receive this message, follow these steps to troubleshoot the problem:

60. Run a telnet command to verify that connectivity is functioning between the computer that is running CRM Router and the Exchange Server. For example, start the TELNET utility and enter the following command:

TELNET EXSERVERNAME PORT

61. Make sure that you have no antivirus services running on the Exchange Server computer that prevent connection by using port 25.

62. For information about how to configure the SMTP server to allow relay messages from Microsoft Dynamics CRM, see KB article 915827 http://go.microsoft.com/fwlink/?LinkId=140399.

E-mail error when message sent from the Web application

Symptom: When a user sends an e-mail message by using the Web application, the user might receive one of the following messages:

This message has not yet been submitted for delivery. 1 attempts have been made so far.

The message delivery failed. It must be resubmitted for any further processing.

Resolution: For information about how to resolve this issue, see KB article 915827 http://go.microsoft.com/fwlink/?LinkId=140399.

Load Data error

When you click Load Data in the E-mail Router Configuration Manager, you receive the following error:

The E-mail Router Configuration Manager was unable to retrieve user and queue information from the Microsoft Dynamics CRM server. This may indicate that the Microsoft Dynamics CRM server is busy. Verify that URL 'http://OrganizationName' is correct. Additionally, this problem can occur if the specified access credentials are insufficient. To try again, click Load Data. (The request failed with HTTP status 404: Not Found.)

To resolve this problem, follow these steps:

63. Make sure that the user account that is running the E-mail Router Configuration Manager service is a member of the Active Directory PrivUserGroup security group.

64. The account that is specified in the Access Credentials field on the General tab of the E-mail Router Configuration Manager must be a Microsoft Dynamics CRM administrative user. If the access credentials are set to Local System Account, the computer account must be a member of the Active Directory PrivUserGroup security group.

65. Make sure that the URL is spelled correctly. The organization name in the URL field is case-sensitive and must be spelled exactly as it appears in the Microsoft Dynamics CRM server. To view the organization name as it appears in the Microsoft Dynamics CRM server, start the Web application. The organization name appears in the upper-right corner of the application window.

66. The DeploymentProperties table may have incorrect values if you have modified the port or hostheaders on your Web site. To update the DeploymentProperties table see, KB article 950248 http://go.microsoft.com/fwlink/?LinkId=140392.

Test Access feature

The E-mail Router Configuration Manager can test access for Microsoft Dynamics CRM users, queues, and forward mailboxes. By using the Test Access feature, you can troubleshoot issues that can prevent the E-mail Router from functioning correctly. For more information about the Test Access feature, see the E-mail Router Configuration Manager Help.

Users do not receive Microsoft Dynamics CRM e-mail messages

This issue can occur because the service account that the E-mail Router is running under is not added to PrivUserGroup.

· To resolve this issue, on a computer that is a domain controller in the domain where you installed Microsoft Dynamics CRM Server, follow these steps:

67. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.

68. Expand the organizational unit (OU) that you selected during Microsoft Dynamics CRM Server Setup. By default, this is the Domain Controllers OU.

69. Right-click PrivUserGroup, and then click Properties.

70. On the Members tab, click Add, and then select the computer where the E-mail Router service is installed and running.

71. Click OK two times.

Information resources

For more information about how to troubleshoot E-mail Router deployment and configuration problems, refer to the following resources:

Detailed planning, installation, and configuration instructions:

· Microsoft Dynamics CRM 4.0 Implementation Guide http://go.microsoft.com/fwlink/?LinkID=104413
· How to configure the On-premise and Online E-mail Router in different deployment scenarios http://go.microsoft.com/fwlink/?LinkID=140353
Most current supplemental information about E-mail Router:

· Microsoft Dynamics CRM 4.0 E-mail Router Readme (On-Premise and Microsoft Dynamics CRM 4.0 Service Provider Editions) http://go.microsoft.com/fwlink/?LinkID=104412
· Microsoft Dynamics CRM Online E-mail Router Release Notes http://www.microsoft.com/downloads/details.aspx?FamilyId=261A17F6-72C9-45A3-B19A-75AE844B9DD0
General E-mail Router configuration troubleshooting information:

· Troubleshooting the Microsoft Dynamics CRM E-mail Router http://go.microsoft.com/fwlink/?LinkId=140414
· Troubleshooting E-Mail Issues in Microsoft Dynamics CRM 4.0 http://go.microsoft.com/fwlink/?LinkId=140431
· Microsoft Dynamics CRM 4.0 E-Mail Connector Logger Tool  http://go.microsoft.com/fwlink/?LinkId=140430
Instructional videos:

· The Microsoft Dynamics CRM 4.0 E-mail Router with POP3 http://go.microsoft.com/fwlink/?LinkId=140367
· The Microsoft Dynamics CRM 4.0 E-mail Router with Microsoft Exchange Server http://go.microsoft.com/fwlink/?LinkId=140368
· Using a Forward Mailbox with Microsoft Dynamics CRM 4.0 http://go.microsoft.com/fwlink/?LinkId=140369
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